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O mHanpaBjeHUU UHPOPMAITNU

JlemapTaMeHT TOCy/IapCTBEHHON TOJUTUKH B cdepe oOmero obpas3oBaHUs
MwunoOpHayku Poccum HampamiseT sl cBefleHHsA paspabotaHHble BpemeHHOI
komuccuei CoBera ®epepanyii 1O pa3BUTUIO HHGOPMAIMOHHOTO 0OIIecTBa
METOJMYeCKHe PeKOMEHJAalUuAN O pasMelleHud Ha WHQOPMAIMOHHBIX CTEH/IaX,
obuIIMANbHBIX  HHTEepHeT-caiTax W  JIpyrux  UHQOPMAIMOHHBIX  pecypcax
00111e00pa30BaTeIbHBIX OPTAaHU3AIUN W OPTraHOB, OCYIIECTBJIAIOIIUX YIIpAaBJIeHUE B
chepe obpazoBaHus1, HHGOPMAIIUK O OE30IIACHOM MOBEJIEHUN W HCIIOJIb30BAaHUU CETH
«HTEpHET».

HJupekrop [lenapramenTta
A.E. Iletpos

MeToauyecKkre peKOMEeH AU
0 pa3MeIleHnu Ha MH(POPMAIITMOHHBIX CTEHIaX, O(PUITNATbHbBIX
HHTEPHET-cAalTaX 1 APYrux HH(POPMAIIHOHHBIX pecypcax
001IIe00pa3oBaTeJIbHbIX OPraHU3auil U OPraHoB,
OCYIIIECTRBJIAIONIUX yIIpaBjieHue B chepe oopasoBaHuA,
nH@OpMaIU O 6€30IIACHOM IMMOBEAEHUH U UCIOJIb30BAHUU CETH
«AHTEepHEeT»

dkcrnepramMmu U wieHamMu Bpemennout komuccuu Copera ®Pefepaliiu MO Pa3BUTHUIO
“HGOpPMaNOHHOTO 00IIIecTBa B paMKaX BBITIOJIHEHUS PEKOMeH/Ialluil maplaMeHTCKUX
CJIyHIAaHUM «AKTyaJIbHbIE BOIIPOCHI obeclieueHUsl 0€30MaCHOCTH U Pa3BUTHUA JieTed B
UH(POPMALIMOHHOM IIPOCTPAHCTBE», KOTOpBIe Ipouuin B CoBeTe Pesepaniuiu 17 anpesis
2017 Tr., ObUTM pa3paboTaHbl MeTOAMYECKHE PEKOMEHJIAIUM O pa3MeIlleHud Ha
WHQOPMAIIMOHHBIX  CT€HAAaX, OQUIHMATBHBIX  WHTEPHET-cAaTax ©  JPYTHUX
WHQOPMALIMOHHBIX pecypcax o0011eo0pa30oBaTeIbHBIX OpraHuU3aliii U OPraHoB,
OCYIIIECTBJIAIONIUX yIpaBjeHue B cdepe obpazoBaHus, uHopmanuu o 6e30I1acHOM
IOBEJICHUM W WCIOJIb30BaHMU ceTu «lHTepHeT» (maslee - MeTOAWYECKHE
PEKOMEH/IAIIHHT).

MeTtoiyeckrie pPeKOMEHIAIlMN HaIlpaBJeHbl HAa KAa4eCTBEHHOE ITOBBIIIEHHE YPOBHS
MHOPMAIIHOHHON JeATeIbHOCTH 00Ieo0pa3oBaTe/IbHbIX OPraHU3aIlliil W OPraHoB,
OCYIIIECTBJIAIONINX yIIpaBiaeHHe B cdepe oOpazoBaHHsA, B YacTH HHGOPMHPOBAHHUSI
yUaIuxcs, UX poauTeseh (3aKOHHBIX MIPeICTaBUTEIIel) U MEAATOTUUYECKUX PAOOTHUKOB
00 OCHOBHBIX acrneKTax HHQOPMAITMOHHOU 6€30ITaCHOCTH.



MeToiyeckrie peKOMeHAlNU IO3BOJIAT 00I1eo0pa30BaTeIbHBIM OpPraHU3alUuAM U
opraHaM, OCyIIeCTBJISIOIINM yIIpaBjieHue B chepe 00pa3oBaHus, aKTyaTU3UPOBATH yIKe
HCIOJIb3yeMbIE U pa3MellleHHble MHPOPMAIlMOHHBIE MaTEPUAJIbI, TAK U TIOATOTOBUTD UX
B CJIy4ae UX OTCYTCTBUS C yUE€TOM JIyUIINX IPAKTUK U PEKOMEH/IAIHH.

B pamkax MeToUUeCKUX peKOMeHallui paccMaTPUBAIOTCA CIIelyI0Iyie UHCTPYMEHTHI:
1. ”"HOPMAIMOHHbBIE CTEH/bI;
2. opuruasbHble NHTEPHET-PECYPCHI;

3. cpeacraa MacCcOBOU I/IH(I)OpMaHI/II/I (HIKOJ'II)HI)Ie ra3€Thl, IIeJarorndyeCkue nm3janud "
Apyrue).

NHdopMannoHHbIe CTEH/TBI

Ha wundopMamuoHHBIX cTeHZAaXx B  00Ie0oOpa30BaTENbHBIX  OpPraHU3AIUAX,
pacIoyIoXKeHHbIX B Goiie yupexJeHnil 1 B KabUHeTaX, OCHAIEHHBIX IIePCOHAJIBHBIMU
YCTPOMCTBAMM JJid BBIXOZA B ceTb «lIHTepHeT», peKOMeHAyeTcs Ppa3MeCTUTh
nHpOpMaNMOHHbIE TAMATKH, COJiepKall[ie OCHOBHBIE COBETHI II0 0bOecleueHUIo
“HPOPMAIIMOHHOU 6€30TaCHOCTH YIAIIINXCA.

B mputoskennn N21 K METOUYECKUM PEKOMEHAIUSM IIPeICTaBIeH 00pa3el] maMATKH
JUIsA pa3MellieHus Ha MH(GOPMAITMOHHBIX CTEH/1aX.

CpezncrBa MaccoBoil mHoOpMaIuu

B cpexncrtBax MaccoBod uUH@OpMAIMM, OpPUEHTUPOBAHHBIX Ha O00y4amoIuxcs,
PEKOMEH/IYETCSI B TEUEHUH YIEOHOTO ro/ia PETYJIIPHO IMyOJIUKOBAaTh HHMOPMAIOHHbBIE
MaTEPHUAJIBI, TIOCBSAIIEHHbIE OT/IEJIPHBIM acleKkTaM MWHGOPMAIMOHHONU 0e30macHOCTH, a
TaK>Ke pa3/INYHble MAaMITKHU O0IIero XxapakTepa.

B cpexncrBax waccoBoil wuHGpOpMalnyH, OPUEHTHPOBAHHBIX Ha II€JaroruyvyecKyro
OOIIeCTBEHHOCTh, PEKOMEH/yeTcsl B TeUeHHUH KaJIeH/IapHOrO Tojla perysspHO
my0inKoBaTh MHGOPMAIMOHHBIE MAaTEPHUAJIbl, IMOCBAIIEHHBIE OTAEIHHBIM aCIEKTaM
HHOPMaIIOHHOU 6e301macHOCTH KakK HECOBEPIIEeHHOJIETHUX, TaK u
0011e0bpa3oBaTeyIbHBIX OpPraHU3allUi, a TaKXKe Ppa3JINYHblE MAMATKHA, O030DbI
HOPMAaTUBHO-IIPABOBOTO  PEryJIMPOBaHUA JIaHHOW cdepbl u uHPOpMAIUIO O
aKTyaJIbHBIX MEPOIIPUATHUAX U COOBITUAX B JAaHHOU cdepe.

B xonme mnposenenus EnuHoro ypoka mno 6e3omacHoctu B ceTu  «VIHTepHET»
pekoMeHayeTcs1 00ecleunTh BBIMYCK TEMAaTHYECKOTO BBIMYCKa CPEJICTBA MacCOBOM
nHdopmanuu Tubo cepuu myOIUKAIUH, CPE/IH KOTOPHIX PACCMOTPETh OPraHU30BaHHBIE
MEPOIIPUATUSA JUIsT OOyJaroIUXCs, UX PpoJuTesed (3aKOHHBIX IIpe/ICTaBUTENIEN) H
IeJaroru4eckoy OOIIeCTBEHHOCTH.

Odunuanpasie MHTEpHET-pECYPCHI

OO0mieobpa3oBaTeIbHBIM OPTaHU3ANUAM PEKOMEH/AyeTCs Ha CBOMX OQMUIIMATbHBIX
HNuTepHeT-pecypcax  obecreunTh  (PYHKIMOHUPOBAHUE  CAMOCTOSATEJIBHOTO U
CIenuaJn3upoBaHHOrO paszen «HpopMmanuoHHas 0e30MacHOCTh», B paMKax
KOTOPOTO MPEeAYCMOTPETh Pa3MeIlleHne CIeAyoIed nHGOPMaIUn:



Paznen/moapasnen

®opmat
NpeACTABICHHUA
MAaTepHaJIOB

Conep:kanue maTepuaJjioB

JlokanbHbIE
HOPMATUBHBIC AaKThl B
chepe obecrieueHust
MH(POPMAIMOHHOM
0e301acHOCTH

00 yUJaIHIOIIHXCS

Komuu nokymMeHTOB
B (hopmare *PDF

Pa3sMemiatorcsi KonmuM JOKYMEHTOB, T.C.
CKaHUPOBAHHBI BapUaHT JOKYMEHTa,
COOTBETCTBYIOIIIMH  TpeOOBaHHSIM K
napameTpam CKaHHPOBAHUSI.
Pasmermmatorcs JIOKYMEHTHI,
periIaMeHTHPYIOIEe  OpraHu3aluilo U
paboTy C TepCOHAIBHBIMUA JaHHBIMH,
IUTAaHBI MEPOIPHUATUH O 00ecreueHUI0
HH(}pOpMaAITMOHHOM 0€301acHOCTH
00yJaOIUXCs U IPYTHE.

HopmaTtusHoe
pEryJInpoBaHue

Konnu
JIOKYMEHTOB B
¢opmare *PDF

[TyOnuKyrOTCS aKTyalbHbBIE CBEJICHHUS 00
(benepanbHBIX u PETHOHATBHBIX
3aKOHAX, MUCbMax OPTraHOB BJIACTH H
Ipyrue HOPMAaTHBHO-TIPABOBbIC
JIOKYMEHTHI, periIaMeHTHPYIOIINE
obecrieueHue nH(pOpMaITMOHHOM
0€30MaCHOCTH  HECOBEPUICHHOJIETHHUX.
JlomyckaeTcsi BMECTO KON pa3MeniaTh
THIEPCCBUIKA  HA  COOTBETCTBYIOIIHE
JOKYMEHTHI ~ Ha  caiTaXx  OpraHOB
roCyJIapCTBEHHOMW BJIACTH.

[Tegarornyeckum
paboTHUKaM

TekcT Ha cTpaHuie
calra Kommun
JIOKYMEHTOB B
¢dopmare *PDF

Pazmemmarorcs
PEKOMEHTall ! u
uHpopManus 0
MPOEKTaxX u
HaIpaBJIEHHBIX MOBBIIICHHUE
MH(POPMAITUOHHOMN rPaMOTHOCTH
MeIarorn4eckux paboTHUKOB.

METOINYECKUE
YKa3bIBAETCs
MEPOIPUATHSIX,
nporpammax,
Ha

OO0yvarommmcst

Tekct Ha cTpaHule
caiita

Paszmemaercs nH(popMaLOHHAas
namsitka  (mpunoxkeHue  Ne2) wu
YKa3bIBaeTCs uHpopmanus 0
MEpPONPUATHSIX, IpOeKTax u
porpamMmax, HaIpaBJICHHBIX Ha
MOBBIIIEHUE MH(POPMALMOHHOM
IPaMOTHOCTH O0YyYaroIINXCS.

Pomutensim  (3aKOHHBIM
MPEJICTABUTEISIM )
o0ydJaronmxcs

TekcT Ha cTpaHule
camTa

Paszmemaercs nH(popMalnOHHAas
namsTka (mpuioxenue Ne3).

Jlerckne ~ Ge3omacHbIC

TekcT Ha cTpaHuile

Pasmemaercs uHpopManus 0
PEKOMEHIYEMBIX K HCIOJIb30BAaHUIO B




caiThl caiita yueOHOM mporiecce 0e30MacHbIX caiTax,
OaHHEPBHI OE30MACHBIX JIETCKUX CAWTOB.

OpraHaMm, OCYIIECTB/IAIOIINM YIIpaBjeHUe B cdepe oOpa3oBaHUs, PEKOMEHJIyeTcs Ha
cBoux opunuanbHelx  VHTepHeT-pecypcax  obecneyuTbh  (GYHKIIMOHUPOBAHHUE
CaMOCTOAITEJIPHOTO U CHeluajJIu3upoBaHHOro  paszaen  «MHopMmaruoHHas
6e30I1aCHOCTh», B paMKax KOTOPOIO IIpelyCMOTPEeTh pas3MellleHue cJieyrolei
uHpopManuu:




[Ipunoxkenue N21

ITamarka
IS O0yJaImuxcsa 00 "H(POPMAIMOHHOU 0€30aCHOCTHU JAeTel

HEJIb34

1. Bcem moapsy coobmmaTh cBO0 YacTHYIO WH@opManuio (Hactosmue uMs, GaMuIno,
TesiepoH, azpec, HOMEP IIKOJIbI, a TaKKe poTorpaduu CBOU, CBOEN CEMbH U JIPY3eH);

2. OTKprBaTI) BJIOXKE€HHbIE (baﬁ)'[bl SHeKTpOHHOfI II04YThI, KOrga He€ 3Haellb
OTIIPABUTEJIA,

3. FPY6PITI), IIpuanparbCAa, OKa3bIBaTb JdaBJIEHHE — BECTU cebs HEBEXKJINBO H
arpeCcCuBHO,

4. He pacnopsikaiicsi ieHpbraMu TBOEN ceMbH 0e3 paspelleHHs CTaplIux - BCerja
CIIpaIIuBail poiuTesIeN;

5. He Bcrpeuaticsi ¢ VHTepHET-3HAKOMBIMU B PEAJIbHOU KU3HHU - IIOCOBETYMCSA CO
B3POCJIBIM, KOTOPOMY JIOBEPSIEIIIb.

OCTOPOKHO

1. He Bce mumryt npasay. Yuraems o cebe HelpaBay B VIHTEpHETe — cOOOIIM 00 3TOM
CBOUM POJTUTEJISIM WJIA OTIEKYHAM;

2. [IpuryiamnamT nepenuchBaThCs, UTPATh, 0OMEHUBATHCA - IPOBEPD, HET JIU ITO/IBOXA;
3. HezakonHoe konupoBanue ¢aiyioB B IHTepHETE - BOPOBCTBO;
4. Bcerga pacckasbiBail B3pOCJIBIM O IPO0GJIEMax B CETH - OHH BCEr/ia IIOMOTYT;

5. Mcmonp3yit HACTpOUKHU 0e30MacHOCTH W IMPUBATHOCTH, YTOOBI HE IOTEPATH CBOU
AKKAYHTBI B COIICETSAX U JIPYTUX OpTaIaX.

MOXHO

1. YBakall Ipyrux IoJib30BaTeel;

2. [Tonp3yenibess HTEPHET-UCTOUHUKOM - JleJIall CChIJIKY Ha HETO;
3. OTKpBIBa# TOJIBKO T€ CCHIKU, B KOTOPBIX YBEPEH;

4. O0IIaThCA 3a MMOMOIIBIO B3POC/IBIM - POJUTEIH, ONIEKYHBI U aJIMUHUCTPAIIUs CAaliTOB
BCer/ia IIOMOTYT;

5. Ilpoiizu oOyueHue Ha cailite «CeTeBUYOK» M IIOJIy9d MACIOPT IU(PPOBOTO
rpaxzgaHuHal



[Ipunoxxenue N2 2

HNuadbopmManinoHHaA MaMATKA /IS O0yYaIONINXC /I pasMelleHUusA
Ha opunuaabHbix THTEpHET-pecypcax

C KaxxabIM T'OJIOM MOJIOAEKHU B HHTEPpHETE CTAaHOBUTHCA 6OJIBIJ_I6, a IIKOJIBHUKHW OAHHU U3
CaMbIX aKTUBHBIX I10JIb30BaTeIel PyHeTa. Mexc,zly TE€M, IOMHMO OTPOMHOTO KOJIMYECTBA
BOBMO}I(HOCTeﬁ, HHTEPHET HECET U HpO6JI€MI>I. dTa mamsaTKa JAOJI2KHAa IIOMOYb Tebe
6e30IacHO HaXOAHUTHCA B CE€TH.

KomnbroTepHble BUPYCHI

KoMmmplOTepHBI  BUpyC - 5TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTPAMM,
OTJIMYUTETLHOU OCOOEHHOCTHI0O KOTOPOU ABJISIETCA CHOCOOHOCTh K pPa3MHOXKEHHI0. B
JIOTIOJTHEHNE K 3TOMY, BHPYCHl MOTYT IOBDPEIUTH WJIM IOJHOCTHIO YHHYTOXKUTH BCE
daitiel ¥ JaHHBIE, MOAKOHTPOJIbHBIE II0JIH30BATEN0, OT HMMEHU KOTOPOTO ObLIa
3amyleHa 3apak€HHas IpOorpaMMa, a TakiKe IOBDPEAUTh HIU Jake YHUUYTOXKUTD
OIIEpAallIOHHYI0 CHUCTEMY CO BceMHU (aiiylaMu B IieJIoM. B OOJIBIIMHCTBE CIIyvaeB
PacCIpOCTPAHSIOTCA BUPYCHI YeEPe3 UHTEPHET.

MeTo/1bI 3aIIUTHI OT BPEJOHOCHBIX TPOTPAMM:

1. Mcnonp3yil cOBpeMEHHBIE OIlepallMOHHBbIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHD
3aIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. ITocTossHHO ycTaHapauBai mayTH (IUGPOBBIE 3aILJIATKH, KOTOPbIE aBTOMAaTHUYECKH
YCTaHABJIMBAIOTCA C IIJIBI0 JIOPAaOTKH IIPOrpaMMbI) W JApyrHe OOHOBJIEHHUs CBOEU
omepanuoHHOU cucteMbl. CkaumBall UX TOJIBKO ¢ OQUIIMAIHLHOTO caiiTa pa3paboTumkKa
OC. Eciu cymiecTByeT peskKiuM aBTOMATHYECKOTO OOHOBJIEHH S, BKJIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE 110/ IIpaBaMU I10JIb30BaTeEJIA, a HE a/IMUHHUCTPpaTOpAa.
9TO He MO3BOJIUT 6OJIBIIII/IHCTBy BPE€AOHOCHBIX IIPOTPpaMM HHCTAJLJIMPOBATHCA HA TBOEM
IIEPCOHAJIBHOM KOMIIBIOTEDE;

4. Mlcrioib3yii aHTUBUPYCHBIE IIPOTPAMMHBIE ITPOJIYKTHI U3BECTHBIX IIPOU3BOUTEIIEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3UYECKUU JIOCTYN K KOMIIBIOTEPY /IJ1 IOCTOPOHHUX JIUII;

6. Mcnosp3yil BHellIHMEe HOcUTeIu UHpOpMaIuy, Takue Kak iemika, JucK uiu ¢aiin
W3 UHTEPHETA, TOJIbKO 13 NPOo¢depEeHHBIX HCTOUHUKOB;

7. He oTkpbIBail KoMHObloTepHBIE (ailabl, MOJyUeHHbIEe U3 HEHAJEKHBIX UCTOUHUKOB.
Haxxe Te (aiiyibl, KOTOpPbIE IPUCIAT TBOM 3HAKOMBIH. JIyullle yTOUHU y HEro, OTIIPABJISI
JIY OH Tebe uX.

Cetu WI-FI

Wi-Fi - 5T0 He BUj Nepefjaum JIAaHHBIX, HE TEXHOJIOTUSA, a BCETO JIUIb OpeH/ ], MapkKa.
Eme B 1991 roay HujepJsaH/ckas KOMIIaHUA 3apeructpupoBasia 6pens, « WECA», uto
oboszHauaso cimoBocouetanue «Wireless Fidelity», koropsiii mnepeBojmuTcs Kak
«0becrpoBOHAS TOUHOCTH».

Jlo Hamiero BpeMeHH /IolIa Jipyrass abOpeBuaTypa, KOTopas SBJSETCA TaKOW ke
TexHoJioruei. dto abopeBuarypa «Wi-Fi». Takoe Ha3zBaHue ObLIO JaHO ¢ HAMEKOM Ha



CTaH/ZIAPT BBICIIUM 3ByKoBoW TexHuMKU Hi-Fi, yTo B mepeBojie 0O3HAUaeT «BBICOKas
TOYHOCTB».

Jla, OecITaTHBIN WHTEPHET-ZIOCTYI B Kade, OTeNISAX U a3POIOPTax ABJISETCS OTIUIHOU
BO3MOXKHOCTBIO BBIXOZJa B UHTEepHeT. HO MHOrue 3KCHEPThI CUMTAKOT, UYTO
obmenocrymabie Wi-Fi ceTu He sABIsAI0TCA 6€30IMaCHBIMH.

CoBeTbl 110 6€3011aCHOCTH PaboTe B 00IIeA0CTYITHBIX ceTsax Wi-fi:

1. He mepepaBaii cBow JMuHYyI0 uWHMOpManuio deped obmenoctymubie Wi-Fi certu.
PaboTasi B HUX, KeJIaTeJIbHO He BBOJIUTH MAPOJIU J0CTYIIa, JIOTHHBI U KaKHe-TO HOMepa;

2. Mcnosnp3yit 1 0OHOBJIAM aHTUBUPYCHBIE IPOTPaMMBbI U OpaH/iMayep. TeM caMbIM ThI
obe3omnacuIb ce0s OT 3aKaUYKH BUPyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnosnbszoBanmu Wi-Fi otrimoun ¢yaknuio «O6muil goctyn Kk daiiam u
npuHTepam». JlaHHasg QYHKIUA 3aKpbhiTa 10 YMOJYAHUIO, OJHAKO HEKOTOPhIE
MI0JIb30BATEIN aKTUBUPYIOT €€ /1 y/I00CTBa UCIIOIb30BAHUSA B paboTe Win yueoe;

4. He ucnonp3yit mybamunsiii WI-FI 14 mepeziaum JIMIHBIX TAHHBIX, HAIPUMED IS
BBIX0/]a B COIMAJIbHBIE CETH UJIU B 3JIEKTPOHHYIO II0UTY;

5. Unonwp3yil Tobko 3amuiieHHoe coequHeHue dyepe3 HTTPS, a we HTTP, T.e. npu
Habope Beb-aspeca BBOAYU UMeHHO «https://»;

6. B wmoOwibHOM TestedoHe OTKIoun GyHKnuioo «Ilogkmouenme k- Wi-Fi
aBTOMaTHuYecKu». He /lomMyckail aBTOMaTHYECKOTO MOAKIIOUEHHS YCTPOMCTBA K CETIM
Wi-Fi 6e3 TBoero corsacus.

ConuasibHbBIE CEeTU

COHI/IaJII)HI)Ie CETH aKTUBHO BXOJAT B HAIly *KHU3Hb, MHOTHUE JIIOJU pa60Ta10T u XKUBYT
TaM IIOCTOAHHO, a B Facebook YKe 3apeEruCcTpupoBad MUJIJIMAPA Y€JI0BEK, UTO ABJIAETCA
OIIHOﬁ CeI[bMOfI BCEX JKHUTeJIed IJIaHeThl. MHOTHE MOJIb30BaTEId He IIOHUMAIOT, 4YTO
I/IH(bOpMaHI/IH, pasMemieHHad HMMH B COIMUAJIBHBIX CETAX, MOXKET OBITH HaﬁﬂeHa u
HCIIOJIb30OBaHA KEM YIrOAHO, B TOM YHUCJ/I€ HE 00s3aTeIbHO ¢ OJIaruMU HaMEpEHUAMMU.

OcCHOBHBIE COBETHI 110 0€30IIaCHOCTH B COIINMAJIBHBIX CETAX:

1. OrpaHuYb CHOUCOK JIpy3eill. Y TeOsA B APYy3bsIX HE JOKHO OBITh CIYyYaMHBIX U
HE3HAKOMBIX JIIO/IeN;

2. 3amuinai cBoo YacTHyIO kKu3Hb. He ykaseiBail maposu, TesedoHBI, ajipeca, J1aTy
TBOEr0 POXKJEHUS U [APYIyI0 JHUYHYI0 WHQOpManuio. 3JIOYMBIIUIEHHUKA MOTYT
HCIIOJIH30BaTh Jlake WHGOPMAIUI0 O TOM, KaK Thl M TBOW POJUTENH IUIAaHHUDPYETe
MIPOBECTU KAHUKYJIbI;

3. 3amnuInai cBO PeIyTanulio - IEPKHU ee B UHCTOTe U 3a7[aBail cebe BOIPOC: XOTeJT ObI
TBI, UTOOBI APYTHE II0JIb30BATEIN BUJIEJIH, UTO THI 3arpyskaelib? [logymai, mpexae 4eM
YTO-TO OIyOJIUKOBATh, HATIMCATh U 3aTPY3HUTh;

4. Ecu ThI TOBOPHUIIB C JIIOABMU, KOTOPBIX HE 3HAEIlb, HE HCIOJIb3yH CBOE peajibHOe
UM U JPYTYIO JTUUHYI0 HHQOpMALNU: UM, MECTO KUTEJIbCTBA, MECTO yUeObl U ITpoyee;

5. M36eraii pasmemenus ¢gororpaduii B IHTEpHETE, /i€ THI N300pa’keH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPE/IEIUTh TBOE MECTOI0JI0KEHUE;



6. HpI/I perucrpanu B COHHaJIbHOfI CeTu HeO6XOI[I/IMO HCITIOJIb30BAThb C/JIOKHBIE ITapOJIH,
COCTOAIIIKUE U3 6}7KB nu I.II/I(I)p 1 C KOJIMYECTBOM 3HAKOB HE MEHEe 8;

7. )11 coruasibHOM CETH, TIOUTHI U JIPYTHX CAUTOB HEOOXOMMO HCIIOJIb30BAaTh Pa3HbIE
maposin. Torga ecyin TeOs B3JIOMAIOT, TO 3JI0YMBINIIEHHUKH TOJIyYaT JOCTYH TOJIBKO K
OJTHOMY MECTY, a HE BO BCe cpaay.

SJIGKTpOHHbIe A€HbI't

ONIeKTPOHHBIE JIEHBI'M — 3TO OUEHb yJIOOHBIN Cocob IIaTekei, OHAKO CYIIEeCTBYIOT
MOITIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JEHBTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HENABHO WU MMEHHO HM3-3a 3TOTO BO MHOTHX
rocy/IapcTBax JI0 CUX IIOP He IIPOITMCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHUM (DYHKIMOHHPYIOT U O HHX YK€ IIPOIKMCAHO B 3aKOHE, TIJle UX
pas/iesIAI0T Ha HECKOJIPKO BUJIOB - aHOHUMHBIE M HE aHOHMMHbBIE. PasHHIIA B TOM, YTO
AaHOHHUMHBIE - 5TO Te, B KOTODBIX paspellaercsa IMPOBOAUTH olepanuu 0e3
ueHTUUKAIIUYA TT0JIb30BaTeNsA, a B HEAHOHHMHBIX HWIEHTH(DHUKAIUHU TI0JIb30BaTE IS
ABJIAETCS 00s13aTeIbHOM.

Takske ciefyeT pa3janyarh 3JIEKTPOHHBbIE (DUATHBIE AEHbIU (PaBHBI TOCY/IapCTBEHHBIM
BJIIOTaM) U SJIEKTPOHHBIE He(dHUATHBIE IEHbI'H (HEe PAaBHBI TOCYAAPCTBEHHBIM BATIOTaM).

OCHOBHBIE COBETHI 110 O€30MacHON paboTe ¢ 3JIEKTPOHHBIMH JIEHbIaMU:

1. [IpuBs:ku K cueTy MOOWIbHBIN TejieOH. ITO caMbIil YAOOHBIM U OBICTPBHIN CIIOCO0
BOCCTAaHOBUTH JIOCTYI K cueTy. [IpuBsA3aHHBIN TesieOH TOMOKET, €CIU 3a0yZellb CBOM
IUIATEXKHBIN AapOJIb UJIK 3al/IeNIh HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Mcnonp3y# ofiHOpa3oBbie maposu. [lociie mepexosa Ha YCHUJIEHHYIO aBTOPHU3AIUIO
Tebe yke He Oy/IeT yrpoKaTh OMMACHOCTh KPAXKK WJIH IepexXBaTa IJIaTeKHOTO apoJIs;

3. Beibepu ciioxkHBIA maposib. IlpecTymHUKaM OyZeT He MPOCTO YraZaTh CJIOMKHBIN
napoJsib. Hazexxuple maposim — 3TO MapoJiv, KOTOPBIE COZiepKaT He MeHee 8 3HAaKOB U
BKJIIOYAIOT B ce0s CTPOUYHBIE M IPOMHUCHBIE OYKBBI, UGPHI U HECKOJIBKO CHMBOJIOB,
TaKHe KaK 3HaK /I0j1apa, GyHTa, BOCKJINIATEIbHbIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOAM cBOU JIMUHBIE TaHHBIE HA CAWTaX, KOTOPHIM HE JJOBEPSIEIIb.
DJIeKTPOHHAA ITOYTa

DJIEKTPOHHASA MOYTa — 3TO TEXHOJIOTHSA U IIPEJIOCTABJIAEMbIE €10 YCIIYTHU 10 IEPECHLIIKE
U TIOJIyYE€HUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOPbIEe PACIpeNesIsIIoTCS B KOMIIBIOTEPHOM
cetu. OOBIUHO HJIEKTPOHHBIA IOUTOBBIM SAIIUK BBIIVIAAUT CJIEAYIOIUM 00pa3oM:
UMs_TI0JIb30BaTEA(@UMSA_JIoMeHa. Takke KpoMe Iepe/lauul IPOCTOTO TEKCTA, UMeeTC s
BO3MO>KHOCTH Ilepe/iaBaTh Ghailsbl.

OCHOBHBI€E COBETHI 110 O€30IMacHON paboTe C BJIEKTPOHHOU MOUTOMU:

1. Hazo BIOpaTh MpaBUIBHBINA ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD
OecryIaTHBIX TOYTOBBIX CEPBHCOB, OJIHAKO JIyUIlle JIOBEPSATHh T€M, KOTO 3HAEIIb W KTO
TIepBBIN B PEUTUHTE;

2. He yka3piBail B IMYHOU moute JIMIHYI0 nHpopmaruw. Hampumep, jydiie BoIOpaTh
«MY3BIKaJIbHBIU_(DaHAT@ » WJIN «POK2013» BMeCTO «TeMal3»;



3. Mcrosp3yl IByXaTAITHYI0 aBTOPU3AINI0. DTO KOT/Ia IOMHUMO I1apoJisi Hy>KHO BBOJUTH
KO/I, TpUChLIaeMbli 110 SMS;

4. Bpibepu CJIOKHBIN TapoJib. JIJIs KaKOTO IIOYTOBOTO SINHKA JIOJKEH OBITh CBOU
HaJIe>KHBIW, YCTOMUMBBIN K B3JIOMY I1apOJib;

5. Ecsii ecTh BO3MOKHOCTh HAIIUCATh CAMOMY CBOU JIMYHBIA BOIPOC, HUCIIOJIB3YH 3TY
BO3MOXKHOCTB;

6. Vcrosnp3yil HECKOJIBKO IOYTOBBIX ANIUKOB. [lepBBIM Aj11 YAaCTHON MEPENUCKU C
aZipecaTamu, KOTOPBIM Tl JIOBepsellb. ITO 3JIeKTPOHHBIN aJipec He HaJl0 UCI0JIb30BaTh
IIpU perucTpanuy Ha GpopyMax u caurax;

7. He oTkpbIBal aiiyibl U JIpyryue BJIOXKEHUS B MHUChbMaX JlaKe €CJIM OHU MPHUIILUIA OT
TBOUX Jipy3ei. JIydlle yTOYHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (paiisl;

8. Ilocne okoHuaHUs PabOTHI Ha IOYTOBOM CEPBHICE Iepef] 3aKPHITHUEM BKJIAJIKA C
caiiToM He 3a0y/lb HAXKaTh HA « BBIUTH».

KubepOy IMHT WK BUPTYaJIbHOE U3/IEBATEIHCTBO

KubepOy/UIMHT — TIIpecjieJIoBaHHE COOOIIEHUSIMH, COAEPIKAIIUMH OCKOpOJIeHus,
arpeccuio, 3allyrUBaHMe; XyJIUTAHCTBO; COIUAJIbHOE OONKOTHPOBAaHUE C IIOMOIIBIO
Pa3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 0 OOpHOE ¢ KNOEPOYIIITMHTOM:

1. He Opocaticss B 60M. JIydmuid crmocob: IMOCOBETOBAThCS KaK ce0s BeCTU U, €CJIU HET
TOTO, K KOMY MOKHO 00paTUThCS, TO BHAYaJIe YCIIOKOUTHCSA. EC/TU Thl HAUHEIIh OTBEYaTh
OCKOPOJIEHUSIMH Ha OCKOPOJIEHMS, TO TOJIBKO el1le OOJIbIIe Pa303kKIKellb KOHDIIVKT;

2. Yrpasiai cBoeli kKubeppelyraiueii;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CYIHGCTBYIOT CITOCOOBI BBIACHHUTDb, KTO CTOHUT 3a
AHOHHUMHBIM aKKayYHTOM;

4. He crouT BecTr Xy/IMTaHCKHUI 00pa3 BUPTYyaIbHOH KU3HU. IHTepHET (pUKCUPYET BCe
TBOU JIEHICTBUSA U COXPAHAET UX. YIATUTh UX Oy/IeT KpaiiHe 3aTpy/IHUTEIHHO;

5. Cobutio/1a11 CBOI BUPTYaJIbHYIO YECTH CMOJIOAY;

6. VrHopupy#él emuHUYHBIA HeratuB. OHOpPa30Bbl€ OCKOPOUTEJbHBIE COOOIEHUS
JIydllle UiTHOPUpoBaTh. OOBIYHO arpeccus IpeKpaliaeTcs Ha Ha4aJIbHOU CTa/IUH;

7. BaH arpeccopa. B mporpammax ooOMeHa MITHOBEHHBIMH COOOIIIEHUSIMU, B COITUATBHBIX
CETSAX eCTh BO3MOYKHOCTh OJIOKUPOBKHU OTIIPABKU COOOIIEHHH C OIpe/IeIEHHBIX aJIPECOB;

8. Ecim Tl cBuzerenb KubepOysuimHra. TBoW JAeHCTBHA: BBICTYNIUTH IIPOTUB
npecjiefoBaTess, IOKa3aThb €My, UYTO €ero JIeHCTBUsA OIleHUBAIOTCA HETraTUBHO,
MOJIEPIKATH JKEPTBY, KOTOPOH HYKHA IICHXOJIOTHYECKAS IOMOIIb, COOOIUTH B3POCIBIM
0 aKTe arpecCuBHOIO IMOBEJIEHUA B CETH.

Mo0OubHBIH TeedoH

CoBpemeHHbIe cMapT¢OHBI U IUIAHIINETHI COZEep:KaT B cebe BIIOJIHE B3POCJIBIN
¢dyHKIIMOHAJ, U Temepb OHH MOTYT KOHKYpPHUpPOBaTh CO CTallMOHAPHBIMH



KOMIIBIOTEPpAMM. OI[HaKO, CPEACTB 3alllUThI JJIA HOHO6HI)IX YCTpOﬁCTB IIOKa O4Y€Hb MaJIio.
TeCTI/IpOBaHI/Ie H IIOHUCK y}IBBHMOCTeﬁ B HUX IIPOHUCXOAHUT HE TaK MHTEHCUBHO, KaK JJIA
HK, TO 7K€ caMOe€ KacaeTcss 1 MOOMIbHBIX HpHJIO}ICEHI/IfI.

COBpeMeHHbIe MOOUJILHBIE 6paysepb1 VXK€ IIpaKTU4eCKH [JOTrHaJii HaACTOJIbHBIE
AHaJIOTH, OAHAKO paClIupPEHUE (1)}7HKIII/IOHa.T[a BJIEUET 3a cOOOH 6OJ'II)H.IYIO CJIOKHOCTDb N
MEHDbIIYIO 3alllUINECHHOCTbD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOBJ'I€HI/IH, 3aKpbIBAalOIIIUE€ KPUTHYECKHUE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OcHOBHbBIE COBETHI AJIA 6e30ImacHOCTH MOOMJILHOTO TeJ'Ie(I)OHaI

1. Huuero He sABJseTCA MO-HACTOAIMIEMY OecIIaTHBIM. ByZib OCTOpOXKEH, BeAb KOraa
Tebe mpejtaraloT OecIIaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO IIATHBIE
YCIyTH;

2. Jlymaui, mpesxze 4yeMm oTinpaBuTh SMS, doto uinu BuAeo. Thl TOUHO 3HaElb, IJl€ OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xo/11M0 0OHOBJIATH OIlEpAallMOHHYIO CUCTEMY TBOEro cMapTdoHa;
4. Vicniosb3yii aHTUBUPYCHBIE IPOTPaMMBI /IJIsI MOOMJIBHBIX TeIe(OHOB;

5. He 3arpy»xaif mpusioKeHusl OT HEM3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT COZEPIKATh
BpeZIOHOCHOE IIPOrpaMMHOe obeclieueHue;

6. ITocie TOTO Kak ThI BBIMJEIIH C CAlTa, T/i€ BBOAWII JIMYHYI0 UH(pOpPMAaIHIo, 3aiu B
HACTPOUKHM Opay3epa H yjiaiu cookies;

7. Illepuoguuecku MpoBepsAl Kakue IJIaTHbIE YCJIyTH aKTUBUPOBAHbI HA TBOEM HOMeEDE;

8. JlaBaii cBoii HOMep MOOHWJIBHOTO TesedoHa TOJIBKO JIIOJSIM, KOTOPBIX Thl 3HAEIIh U
KOMY /IOBEpSI€elllb;

9. Bluetooth gomxeH OBITH BBIKJIIOUEH, KOTZA Thl UM He IOJb3yelnbcs. He 3abbiBaii
WHOT/Ia TPOBEPATH 3TO.

Online urpsr

CoBpeMeHHble OHJIAUH-UTPBl - 39TO KpAacOYHble, 3axBaThIBAIOIINE pa3BJIeueHus,
00beIMHSAIONINE COTHH THICSIY YEJIOBEK 10 BceMy MUPY. ITPOKU MCCIeYIOT JaHHBINA UM
MHp, OOIIAIOTCA APYT C JAPYTOM, BBHITIOJIHAIOT 33JIJaHUs, CPAXKAIOTCA C MOHCTPaAaMHU U
MOJIy4alOT OMNBIT. 3a YZOBOJIBCTBUE OHHU IUIATAT: IOKYHAKT JUCK, OILUIAYUBAIOT
ab0OHEMEHT WU MIPUOOPEeTAIOT KaKUe-TO OMIIU Y.

Bce oTtu cpezcrtBa uAyT Ha NOAJEp)KaHME M pa3BUTHE WUTPhI, a TAKKe HA caMmy
0e30MacHOCTh: COBEPIIEHCTBYIOTCS CUCTEMBI aBTOPU3AIHH, BBIITYCKAIOTCA HOBBIE MTATUYU
(rmudpoBble 3a1IaTKU A1 IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HO]_IO6HBIX Urpax CTOUT oOracaTbCAd H€ CTOJIBKO CBOHUX COIIEPHHKOB, CKOJIBKO KpaXKu
TBOETI0 I1ap0JId, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOpHU3allU OOJIBIIMHCTBA urp.

OCHOBHBI€E COBETHI 110 HE30IIACHOCTH TBOETO UTPOBOTO AKKAYHTA:



1. Ecytm pyroit urpok BezieT cebs1 II0X0 WJIU co3/aeT Tebe HEMPUITHOCTH, 3a0JIOKUPYH
€ro B CIIMCKE UTPOKOB;

2. Iloxasyiica agMUHHUCTpATOpaM WIPhI HA IIOXO€ IIOBEJIEHHE STOTO HWTPOKa,
JKeJIaTeJIbHO MIPUJIOKUTH KaKHe-TO JI0Ka3aTeJIbCTBa B BU/le CKPUHOB;

3. He ykassbiBaii tnuHyio nHpoOpMaIuo B npodaiisie Urpsl;
4. YBaxkail Ipyrux y9aCTHUKOB I10 UTPE;

5. He ycranaBiuBaii HeopuinaapHble IaTYU U MOJIBL;

6. crionp3yii cy10KHBIE U Pa3HBIE I1APOJIY;

7. Jlaxke BO BpeMs WUTpHI HE CTOUT OTK/IIOYATh aHTHUBUPYC. Iloka ThI Urpaemib, TBOU
KOMIBIOTEP MOTYT 3aPa3UTh.

OUINUHT WX Kpaxa JIMYHBbIX TaHHBIX

OOBIYHOHN Kpakel JeHer W JOKYMEHTOB CETOJHS YK€ HHUKOTO He YAUBHIINb, HO C
pa3BUTHEM HUHTEPHET-TEXHOJIOTUM 3JI0YMBIIUJIEHHUKA II€peMeCTUIUCh B UHTEpPHET, U
MIPO/IOJI’KAIOT 3aHUMAThCA «JIIOOMMBIM» JI€JIOM.

Tak mosiBHIach HOBasi yrpo3a: HHTEPHET-MOIIIEHHUYECTBA WU (DUIIIMHT, TJIaBHAs I€JTh
KOTOPOTO COCTOUT B TOJYyYEHUH KOHUAEHIMAJTBHBIX JAaHHBIX II0JIb30BAaTeIel —
JIOTUHOB U napoJiei. Ha anrniickom s3bike phishing yurtaercs kak ¢umuHr (ot fishing
— pbIOHas JI0BJIsI, password — 1apoJib).

OcHOBHBIE COBETHI 110 OOPHOE ¢ PUIITHHTOM:

1. Cnegu 3a cBOMM akKKayHTOM. Ecjim ThI IOA03peBaellb, UTO TBOsS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KHPOBATh €€ U COOOIIUTh a/IMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKODEE;

2. Hcrmonp3yhh Oe3omacHble BeO-CalThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Mcnosnp3yii cokHblEe U pa3Hble naposu. TakuM ob6pasoM, ecyiu Tebs B3JIOMAIOT, TO
3JIOYMBINIJIEHHUKY TIOJIyYaT JIOCTYII TOJIBKO K OTHOMY TBOEMY IPO(UIIIO B CETH, a HE KO
BCEM;

4. Ecnu Tebs1 B310Masu, TO HEOOXOAUMO MIPEYIPEAUTD BCEX CBOUX 3HAKOMBIX, KOTOPBIE
n06aBJIeHbI Y TeOA B JIPY3bsAX, O TOM, YTO TebOs B3JIOMaJ U, BO3MOXKHO, OT TBOETO
“MeHH OyZleT pacchblIaThCA CIIaM U CChUIKU Ha (DUIITMHTOBbBIE CAUTHI;

5. YcraHoBH HaJiexkHbIH 11aposib (PIN) Ha MOOMIbHBIN TetedOH;
6. OTKJIIOUU cOXpaHEeHUe ImapoJis B Opaysepe;

7. He oTkpbiBail aiiyibl U Jpyrue BJIOXKEHUS B MHUChbMaX Jla’ke eCcJId OHU MPHUIILIN OT
TBOUX Jipy3el. Jlydllle yTOUHU Y HUX, OTIIPABJISAJIN JIU OHU Tebe 3Tu (pailyibl.

[Mudposasa penyranusa

[MudpoBas pemyramus - 3TO HeraTUBHAs WJIH ITO3UTUBHAsA WHGOpPMAIUs B ceTH O Tebe.
Kommnpomerupywomiasa uHdbopMalus pa3MelleHHAas B UHTEPHETE MOKET CEPbE3HBIM



00pa3oM OTpasuThCA Ha TBOEH peaysbHOU Ku3HU. «[{udpoBas permyranusa» - 3TO TBOU
UMUK, KOTOPBIU (popMupyeTcs u3 nHQOpManuu o Tede B HHTEPHETE.

TBoe MecTo JKUTeJNbCTBA, y4eObl, TBoe (UHAHCOBOE IIOJIOKEHHe, OCOOeHHOCTU
XapakKTepa U paccKasbl 0 OJIU3KUX - BCe 3TO HAKAIUINBAETCA B CETH.

MHorue moAPOCTKHU JIETKOMBICJIEHHO OTHOCATCSA K ITyOJIUKAI[UY JIHYHOU HHGOPMAIUH B
VHTepHeTe, HE TOHUMAs BO3MOKHBIX ITOCJIE/ICTBUM. ThI Jla’ke He CMOIKEIIb JI0ralaThCs
o ToM, uTo oTorpadus, pazMelleHHas 5 JIeT Hazajl, cTajla IPUUYUHON OTKa3a MPUHATH
Tebs1 Ha paboTy.

KomMmeHTapuu, pasmelneHue TBouxX ¢oTorpaduili W Apyrue JeHCTBHUS MOTYT He
HMCUYE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl MX yJaIUIb. Thl He 3HAENIb, KTO COXPAHWJI 3TY
nHpoOpManuoo, IoMajga JU OHA B IOWUCKOBBIE CHCTEMBI W COXpaHWIACh JIU OHA, a
[JIABHOE: UTO MOJyMalT O TeOe OKpYy:Karollee JIIOAU, KOTOpble HAUAYT U YBUJAT 3TO.
Hatiti napopManuo MHOTO JIET CIIYCTs CMOXKET JII0O0H - KaK U3 TOOPBIX IMTOOYKIEHUH,
TaK U ¢ HAMEePEHUEM MPUUNHUTD BpPeJ]. ITO MOKET OBITH KTO YTOTHO.

OCHOBHBIE COBETHI 110 3aIIUTE ITUPPOBON pemyTaIUU:

1. [Tomymaii, mpekze ueM 4To-TO IMyOJIMKOBATh U IepefaBaTh y cedsa B Osiore wiud B
COILIAJILHOM CETH;

2. B Hacrpolikax npodusd ycTaHOBU OTPaHUYEHUA Ha IPOCMOTP TBOero npoduss U ero
COJIEPKUMOTO, CZleJIal €T0 TOJIBKO «JJIS IPYy3ei»;

3. He pasmemaii u He ykaspiBail HHGOPMAIAIO, KOTOPAs MOYKET KOT0-JIU00 OCKOPOJIATH
WU OOMXKATh.

ABTOpCKOE IIpaBO

CoBpeMeHHbIE IIKOJIBHUKU- AKTHBHBIE IIOJB30BATENN IU(GPOBOTO IPOCTPAHCTBA.
OnHaKO [laJleko He BCe 3HAIOT, YTO IIOJIb30BaHWE MHOTHUMH BO3MOXKHOCTSIMH
udpoBoro Mupa TpebyeT cobIII0/IeHUs TPaB Ha HHTEJIEKTYUThHYI0 COOCTBEHHOCTD.

TepMUH «UHTEJIeKTyaJbHasA COOCTBEHHOCTb» OTHOCUTCH K PA3JIMUYHBIM TBODEHUAM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX H300pDETEHWH U 3HAKOB, 0003HAYAOIINX
COOCTBEHHOCTh HA MPOJIYKTHl U YCJIYTH , U 3aKaHUYMBasA KHUTaAMH, oTorpadpusmu,
KUHODUIbMaMU U My3bIKQJIbHBIMU IPOU3BEJEHUAMU.

ABTOpCKUE IIpaBa - 3TO IpaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IIPOU3BE/IEHUS
HayKU, JIUTEPATYyphl U UCKycCTBa. ABTOPCKHME MpaBa BBICTYNAIOT B KauecTBe rapaHTUU
TOTO, YTO UHTEJIJIEKTYaJIbHBIN/ TBOPUECKUH TPy aBTOPa He Oy/IeT HAaIPACHBIM, aCT €My
CIIpaBeJJIUBbIE BO3MOJKHOCTU 3apaboTaTh Ha pe3yJsbTaTaX CBOETO TPYAQ, IOJIYUYUTHh
HU3BECTHOCTH U Ipu3HaHue. HukTo 60e3 paspelieHus: aBTopa He MOKeT BOCIIPOU3BOJUTH
ero IMpousBefieHNe, PpacHpoCTPAHATh, MYOJWYHO JEeMOHCTPUPOBATh, IPOJABATh,
UMIIOPTUPOBATh, IyCKAaTh B MPOKAT, IIyOJUUYHO HCIIOJIHATH, TOKA3hIBATh/UCIIOJTHATD B
adupe wim pa3MmeiaTts B HTepHeTe.

Hcnosp3oBaHUe «MHUPATCKOTO» IPOTrPAMMHOrO oOeclieueHUs] MOXKeT IIPUBECTH K
MHOTHM PHICKAM: OT IOTE€PU JAHHBIX K TBOUM aKKayHTaM [0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, T7le YCTAHOBJIEHHBIN He JierajibHas mporpamma. He crout Takke 3a0bIBaTh,
YTO CYIIleCTBYET JieTaIbHbIe U OecIIaTHbIE IPOrPaMMBbl, KOTOPbIE MOKHO HAWTU B CETU.

O noptase



CereBU4OK.p - TBOH TIJIaBHBIM COBETYUK B CeTU. 37ech Thl MOXKeIIb Y3HAaTb O
0e30IIaCHOCTH B CETU IOHATHBIM U JIOCTYHHBIM S3BIKOM, a IPU BO3HUKHOBEHUH
KPUTUYECKON CUTyaluu OOpaTHThCSA 3a COBETOM. A TakXKe IPUHATh YYacTHE B
KOHKYpCax U CTaThb CaMbIM [U(POBBIM IPAKAAHUHOM!



[Ipunoxenue N° 3

ITamaTka a1 poauresed 06 nHPOPMAITMOHHON 0€30MacHOCTH
aereu

Onpenenenne TepMuHaA «WHGOPMAMOHHASA 0€30MMacHOCTh JIETEW» COJIEPKUTCA B
®enepanpHoM 3akoHe N2 436-03 «O 3amute Aeteil oT HHGOPMAIIUHN, TPUUUHAIONIEH
Bp€/l X 37I0POBBIO U Pa3BUTHUIO», PErYJIUPYIOLIUM OTHOIIEHUS, CBA3aHHbIE C 3alUTON
neteil oT uHOOpMAIUM, TPUYUHAIIEH BpeJl HX 370POBBI0 U (WIH) Pa3BUTHUIO.
CoryiacHO ZJaHHOMY 3aKOHY «MH(OpMAIOHHAsA 6€30I1aCHOCTb JIETEN» - 3TO COCTOSHUE
3AIUIIEHHOCTH, TPH KOTOPOM OTCYTCTBYET PHCK, CBSA3aHHBIM C IPUYMHEHHUEM
nHdopmanmel Bpezia ux 3710pOBbI0 U (1in) GU3nIecKoMy, ICUXUIECKOMY, TyXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHUIO.

B cuny ®enepanpHoro 3akoHa NO 436-®3 wuHdopmarueid, TPUUYUHAIOIIEH Bpes
3710POBBIO U (MJIN) PA3BUTHIO JIETEH, ABJISIETCS:

1. uHDOpMAaIUA, 3aIpelleHHas IJI paCIIPOCTPaHEHUsI CPETU IETEH;

2. nuadopmanus, pacupocTpaHeHre KOTOPOU OTPaHUYEHO CPeZU JileTel OIpe/iesIeHHbIX
BO3PACTHBIX KAaTETOPUU.

3. Kuadopmanuu, 3anpemieHHOU Jj1 pacCIpOCTpaHeHUsA cpefy JeTell, OTHOCUTCA:

4. nHbOpManusa, noby:KaarIas JeTed K COBEPIIEHUI0 JEHCTBHUM, MPEICTABJISAIONIIX
yTpo3y WX KU3HU U (WIM) 370pOBBIO, B T.4. IPUUYMHEHHUIO Bpela CBOEMY 37I0POBBIO,
caMOyOUHCTBY;

5. CIOCOOHOCTH BBI3BATh y JE€Tel JKeJIaHWe YIOTPeOUTh HAapKOTHYECKHEe CPEeJICTBa,
IICUXOTPOIIHbIEe ¥ (WIM) OJAypMaHUBAIOIIWE BEIeCTBa, TabayHble W3/eus,
JIKOTOJIBHYIO ¥ CIUPTOCOAEPKAIIYI0 MTPOAYKIHIO, TUBO U HAIIUTKH, U3TOTaBJINBaeMble
Ha €ero OCHOBe; IPHUHATH yJYacTHE B a3apTHBIX UrpaX, 3aHUMAThCS ITPOCTUTYIIHEH,
OPOASKHUYECTBOM WJIM IIOITPOIIAaHUYECTBOM;

6. O00OCHOBBIBAWOINAS WJIM OIpPaBAbIBAIONIAA JIOMYCTUMOCTh Hacwiusd u (wim)
JKECTOKOCTU JIMO0 MOOYK/aIoas OCYIeCTB/IATh HACUJIbCTBEHHBIE JIEHCTBUS IO
OTHOIIIEHUIO K JIIOJIAM U KUBOTHBIM;

7. OTPHUIIAIONIASA CeMeHble IeHHOCTH U (OpMHUPYIOIAsa HEyBAXKEHUE K POAUTENISIM U
(wn) IPpyTUM WiIeHaM CeMbU;

8. ompaszpIBaoIas MPOTUBOIIPABHOE ITOBE/IEHHE;
9. cojiep:Kallas HelleH3ypHYI0 OpaHb;
10. cozieprkaliasg nHQoOpMaIuio nopHorpadruIeckoro xapakrepa.

K nundopmarnuu, pacnpocTpaHeHre KOTOPOU OTPaHUYEHO CPeJIU JIeTel OIpeieIeHHOTO
BO3pAacTa, OTHOCUTCA:

1. uadopMaIus, Ipe/CcTaBiaseMass B BUAe U300paskeHHsA WIH OIMHCAHHUS 3KECTOKOCTH,
¢usnueckoro u (WIKM) TCHXWMYECKOTO HACWIHS, IPECTYIUVIEHHSA WJIM HWHOTO
aHTHUOOIECTBEHHOIO JEeHCTBUA;


http://vip.1obraz.ru/#/document/99/902254151/
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2. BBI3BIBAIONIAA y JIETEH CTpax, y:Kac WM IMaHUKY, B T.Y. IIPEJICTaB/IsIeMas B BHJE
U300pa’KeHUsl MM OIMCAaHHUS B YHIDKAIOIIEH YeJ0BeUecKoe JIOCTOMHCTBO dopMe
HEHAaCHJIbCTBEHHOU CMePTHU, 3a00JIeBaHUA, CAMOYOHUICTBA, HECYACTHOTO CJIy4asi, aBapUU
WU KaTacTpodbl U (MJTHN) UX ITOCIIE/ICTBUMH;

3. IpeJicTaBjsieMas B BHUJIe N300pa*keHUsI UM OIMCAHUS TIOJIOBBIX OTHOIIEHUH MEXKIY
MY>KYUHOU U KEHIITUHOU;

4. coaeprkauana 6paHHI>Ie CJIOBA U BbIPpAXKEHUA, HE OTHOCAIITHUECA K HeIleHBypHOI;JI 6paHI/I

C yuetom sToro Bam npepsiaratorcs npaBusia paboTel B ceTy IHTEpHET ISl Pa3/IMYHbBIX
BO3PACTHBIX  KaTeroOpuH, cOOJIIOJIeHNEe  KOTOPBIX  IIO3BOJIUT  0O0ECIeYHUTh
nHOpMaIMOHHYI0 6€30ITaCHOCTD BAIIUX JE€TEMN.

OO1ue mpaBwIa JIIsL POAUTEIEH

1. HezaBucumo oT Bo3pacTa pebeHKa WCIOJIB3YHTE HIPOTPAMMHOE ObOecredyeHue,
nomorariiee GUIBTPOBATh U KOHTPOJHUPOBATh WH(OpMAIUIO, HO He IIoJlaraliTech
ITOJTHOCTBIO HA Hero. Baire BHUMaHMe K peOeHKY - TJIaBHBIH METO/T 3alllUThI.

2. Ecytu Baimn pebeHOK MMeeT akKKayHT Ha OJJHOM U3 COUaIbHbIX cepBHcoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.m1.), BHUMATe/JPHO HU3yuUTe, KAKYI0 WH(OOPMAIUIO
IIOMEIIAIOT €r0 YYaCTHHUKU B CBOUX Npodmisax u Osorax, BkIUas Qororpadpuu u
BU/IEO.

3. IIpoBepbTe, ¢ KaKUMHU JPYTMMH CaWTaMH CBSI3aH COIMAJIbHBIA cepBHC Barero
pebenka. Crpanunuku Bamiero pebenka MoryT ObITh 6e30macHBIMH, HO MOTYT U
COZIEP?KATh CCHUIKU Ha HEXKeJIaTeJIbHbIE U OTIaCHbIE CAWThI (HampuMep, TOPHOCAUT, WJIU
CalT, Ha KOTOPOM JIpyT yIIOMHUHAeT HOMEP COTOBOTO TejedoHa Barero pebeHka Win
Bamr qomarHui agpec)

4. IMoompsitTe Bamux aerel coobIaTh 000 BCEM CTPAHHOM WJIX OTTAJIKUBAIOIIUM U HE
CJIMIIIKOM OCTPO pearupyuTe, KOT/Ia OHU 3TO JeJIaloT (M3-3a OmaceHusI MOTEPATD JIOCTYII
kK VHTepHeTy JeTH He TOBOPAT POJUTENSAM O IMpobsieMax, a TaKKe MOTYT HadaTh
HCMO0JIb30BaTh VIHTEpHET BHE I0MA U IIIKOJIBI).

5. Bynbre B Kypce ceTeBoU *ku3HU Bamiero pebenka. IHTepecyiTeCh, KTO UX APY3bs B
W HTepHeT Tak ke, KaK NHTepecyeTeCh pealbHbIMU JIPy3bAMMU.

Bospacr ot 7 110 8 ner

B MHuTepHeTe pebeHOK cTapaeTcs MOCETUTh Te MJIU MHbIE CAaWThI, 8 BO3MOXKHO M YaThl,
paspelieHre Ha IOCEIleHWe KOTOPHIX OH He MOoJydus Obl OT poxutesieil. ITosTomy
poauTesisiMm OCOOEHHO TOJIE3HBI OyJlyT Te OT4YeThl, KOTOpbIE€ IIPEIOCTABJISIOTCS
MporpaMMaMy TI0 OTPAHUYEHHIO HCIIOJIb30BaHUA HTEpHeTa, T. €. PoauTenbckuii
KOHTPOJIb WJIN TO, YTO BbI CMOXKETE YBUJIETH BO BpeMeHHbIX (ainax. B pesynbrate, y
pebeHKa He OyeT OIIyIIeHUs, YTO 32 HUM BeJIETCA IMOCTOSHHBIA KOHTPOJIb, OJTHAKO,
poauTenu OyAyT TMO-TIPEXKHEMY 3HaTh, KaKHe CAUThI IOcelaeT ux pebeHOK. JleTu B
JAaHHOM BO3pacTe 00Jafjal0T CHJIBHBIM YYBCTBOM CEMbH, OHHU JOBEPUHUBBHI U HE
COMHEBAIOTCs B aBTopuUTeTax. OHU JIIOOAT UTPATh B CETEBbIE UTPHI U IYTENIECTBOBATD I10
HHTepHETY, HCHOJB3ys 3JIEKTPOHHYIO IIOYTY, 3aXOAUTh Ha CAWThl W 4YaThl, HE
peKOMeH/I0BaHHbIE POAUTESIMH.

Cosetsl o 6e30macHOCTH B ceTu MIHTepHeT /i1 AeTelt 7-8 et



1. Co3paiiTe CIMCOK JOMAIIHUX MPaBWJI HocelleHus: VIHTepHeTa IpU yJacTHH JeTel U
TpeOylTe ero BHITIOJTHEHUS.

2. TpeOyiite oT Bamiero pebenka coOJiofieHUsI BPEMEHHBIX HOPM HAaXOXJIEHUS 34
KoMIbIoTepoM. Ilokakute pebeHKy, YTo Bbl HabI0aeTe 3a HUM He IMOTOMY 4YTO Bam
3TO XOUYeTCs, a MOTOMY YTO BbI 6€CIIOKOUTECH O €r0 6e30IMACHOCTH U BCETZA TOTOBHI EMY
IIOMOYb.

3. Komnbrotep ¢ nosikioueHneM K VIHTEpHETY /TOI?KEH HaXOAUThCsS B OOIIed KOMHAaTe
10/l IPUCMOTPOM POTUTENIEN.

4. I/ICHOJ'II)BYI‘/}ITG criequa/JibHbI€ AE€TCKHE IIOMCKOBbIE MAIlIMHbI.

5. Mcnosnp3yliTe cpeacTBa 6JI0KUPOBAaHUS HeKeIaTeJbHOTO KOHTEHTA KaK /I0NOJIHEHUe
K CTaHZApTHOMY PouTeIhcKOMY KOHTPOJIIO.

6. CozpmaiiTe ceMEWHBIHA 3JIEKTPOHHBIA SINMHK, YTOOBI HE TO3BOJIUTH JETSIM HMETh
cobCTBEHHBIE ajipeca.

7. BiokupyiTe mOCTyn K caiTaM ¢ OecCIyIaTHBIMU ITOYTOBBIMH SIHUKAMU C ITOMOIIBIO
COOTBETCTBYIOIIIETO IPOTPAMMHOT0 00eCIIede .

8. Ilpuyuure pereili coBeTOBaThcsA ¢ Bamu mepes; omyOJIMKOBaHUEM KaKoOM-JTHOO0
UHPOpPMALU CPEACTBAMU 3JIEKTPOHHOW MOYTHI, YaTOB, PETUCTPALIMOHHBIX (HOPM U
npoduien.

9. Hayumure pnereii He 3arpy:kaThb (ailibl, IPOrpaMMbl WJIH MY3bIKy 0e3 Balllero
COTJIaCHA.

10. He paspemaiite AeTAM HCIOJB30BaTh COYyKObI MTHOBEHHOTO oOMeHa
COOOIIEHUSAMU.

11. B «6esblii» CIUCOK CAMTOB, pa3peIIEeHHBIX /IS TIOCEIEHNSA, BHOCUTE TOJIBKO CAUTHI C
XOpOIlIIeN pernyTanuen.

12. He 3abbIBaiiTe GecezioBaTh ¢ 1IeTbMU 00 UX JIpy3bax B MIHTEpHETE, KaK ecyTu OBl peyb
1IJIa O JIPY3bsIX B PeasIbHOU KU3HU.

13. He genaiite «taby» 13 BOIPOCOB IIOJIOBOM »KU3HU, TaK Kak B VIHTepHeTe JIeTh MOTYT
JIETKO HATKHYTBCA HA MMOPHOTPAadUIO WIIN CAUTBI «/IJIS1 B3POCIIBIX».

14. Ilpuyuurte Bamero pebGeHka cooOIIaTh BaM O JIIOOBIX Yrpo3ax WM TPEBOrax,
cBsI3aHHBIX ¢ THTepHETOM. OCTaBalTECh CIIOKOMHBIMHU U HAIIOMHUTE JIETAM, YTO OHU B
0e30IIaCHOCTH, €CJIM CaMH paccKa3aJidi BaM O CBOUX TpeBorax. [loxBajiuTe WX U
IIOCOBETYITE IOJIOUTH ellle Pa3 B MOI00HBIX CIyYasiX.

Bospacr zgereii oT 9 10 12 JieT

B manHOM BO3pacTe JeTH, KaK MPaBUJIO, YK€ HAC/IBIIIIAHBI O TOM, Kakas WH(opManus
cymectByer B MHTepHere. COBEpIIEHHO HOPMAJIbHO, YTO OHH XOTAT 3TO YBHJETbH,
MPOYECTh, YCJIBIMIATh. IIpH 3TOM HYKHO IIOMHHTB, UTO JOCTYH K HeKeJIaTeJTbHBIM
MaTepHajyiaM MOKHO JIETKO 3a0JI0OKHpOBaTh HPU IIOMOINM CPEJCTB PoauTeIbcKoro
KOHTPOJIS.



CoBeTnlI 110 0€30IaCHOCTH /I IeTeH OT 9 JI0 12 JIeT

1. Co3paiiTe CIHMCOK JIOMAIIHUX MPaBWJI ITOceleHuss VIHTepHeT IpU yJYacTUH JeTel u
TpeOyiiTe ero BHITTOTHEHUS.

2. TpeOyiiTe oT Bamrero pebeHka co0II0IeHUA HOPM HaX0K/IEHUS 32 KOMITBIOTEPOM.

3. HaGmogaiiTe 3a pebeHKOM IIpH paboTe 3a KOMIIBIOTEPOM, IIOKAXKUTE €My, UTO BbI
0EeCIIOKOUTECH O €r0 OE30IIACHOCTH U BCET/Ia TOTOBHI OKA3aTh €My ITOMOIITb.

4. KommbloTep ¢ mogkiatoueHueM B MIHTepHET JOKEH HAaXOJUThCSA B OOINEN KOMHATe
10/l IPUCMOTPOM POTUTENIEN.

5. I/ICHOJIBBYfITe CpeACTBa 6J'IOI(I/IpOBaHI/IH HeXeyraTeJIbHOI'O KOHTEeHTa KaK JOIIOJIHEHHEe
K CTaHAaAPTHOMY POI[I/ITeJ'II)CKOMy KOHTPOJIIO.

6. He 3a0pIBaiiTe MpUHUMATH HENIOCPEACTBEHHOE YUACTHE B JKU3HU pebeHKa OeceoBaTh
Cc IeTbMU 00 uX JIpy3bsax B VIHTepHETE.

7. HacramBaiiTe, 4TOOBI JIETU HUKOT/IA HE COTJIAIIAINCH HA JIUYHBIE BCTPEUH C JIPY3bIMHU
o urepHery.

8. Ilo3BosAlTe JIeTAM 3aXOAUTh TOJBKO HA CANTBI M3 «0EJI0ro» CIHCKA, KOTOPBIi
co3ZlaliTe BMECTe ¢ HUMHU.

9. Ilpuyuurte pgeTell HUKOrJa He BBIAABaTh JIMYHYI0 HHQOPMAIHUIO CPEACTBAMU
BJIEKTPOHHOM IIOYTBHI, YAaTOB, CHCTEM MTHOBEHHOrO oOOMeHa COOOIIeHHUsAMY,
pervcTpanioHHBIX (GOpPM, JIMYHBIX Npoduwield U NMPU PETUCTpalluid Ha KOHKYPCHI B
HNHuTepHerTe.

10. [IpuyunTe feTeil He 3arpykaTh nmporpamMmmsl 0e3 Bamero paszpemenus. O0bsicHUTE
UM, 4YTO OHH MOTYT CJIyYallHO B3arpy3uThb BHPYCHl HJIU JPYroe HeXKeJIaTeTbHOe
IporpaMMHOe obecIieueHue.

11. Cospaiite Bamemy pebeHKYy OTrpaHUYEHHYIO YYETHYIO 3amuch il paboThl Ha
KOMIIBIOTEDE.

12. Ilpuyuure Bamero pebGenka coobmiaTe BaM O JIIOOBIX Yrpo3ax WJIH TPEBOTAX,
cBsA3aHHBIX ¢ VlHTEepHEeTOM. HamomHuTe /eTsiM, 9YTO OHU B 0G€30MACHOCTH, €CJITM CaMU
pacckasajiy BaM O CBOMX TPEBOTaxX U ONaceHUAX.

13. Pacckaxkure fiersim o nopHorpaguu B UHTEepHEeTE.

14. HacramBaiiTe Ha TOM, 4YTOOBI J€eTH TMPEAOCTAB/IIM BaM JIOCTYI K CBOeH
3JIEKTPOHHOU MOYTE, YTOOBI BbI yOEIMIIUCH, UTO OHU HE O0IIAIOTCS C HE3HAKOMIIAMH.

15. OObsAcCHUTE [AeTsIM, 4YTO HeJb3s WCIOJb30BaTh CeTh JJis XyJUTaHCTBA,
pacrpocTpaHeHus CIJIeTEH WU yTPO3.

Bospacr zmereti oT 13 10 17 JIET

B sTOM BO3pacre mMOAPOCTKM aKTHUBHO HCIOJIB3YIOT IMOUCKOBBIE MAIINHBI, ITOJIb3YIOTCS
BJIEKTPOHHOU TIOYTOH, CJIy:kOaMH MTHOBEHHOTO OOMeHa COOOIIEHHAMHU, CKAUHBAIOT
My3bIKy U GuiabMbl. MajpuukamM B 3TOM Bo3pacre OoJibllle IO HpPaBy CMeTaTh BCE
OTpAaHUYEHUs, OHHU IKAKAYT TrpybOro OMOpa, Aa3apTHBIX WIP, KAPTUHOK «JJIf



B3POCJIBIX». I[EBOUIKI/I IIpEAIIOUNTAIOT O6IIIaTI>CH B 4aTax, IIpu 3TOM OHH Iropa3ao boJ1ee
YYBCTBUTEJIbHBI K CEKCYAJIbHBIM JJOMOT'aT€/IbCTBAM B I/IHTepHeTe.

3avacTyio B JAHHOM BO3pacTe POAUTEIIAM yKe BeCbMa CJI0KHO KOHTPOJIUPOBATh CBOUX
JeTel, Tak kKak 00 MIHTepHeTe OHU yKe 3HAIOT 3HAYUTEIHHO OOJIbIIIE CBOMX POJUTEJIEN.
Tem He MeHee, He OTIyCKaWTe JeTell B «CBOOOJIHOE IUIaBaHHE» IO LHTepHeTY.
CrapaiiTech aKTHBHO y4acTBOBaTh B 00IIleHNU pebeHKa B IHTepHeTe.

BakHO TmO-TIpeskHEMY CTpPOro coOsofaTh mpaBuia HTepHeT-0€30MacHOCTH -
corJialieHue MeXAy POJUTESIMU U JeTbMHU. Kpome TOro, HEOOXOAMMO KaK MOKHO
yalle mpocMaTpUBaTh OTUETHI O JlesiTeIbHOCTH JieTelr B MHTepHeTe. CieyeT oOpaTUTh
BHUMAaHHE Ha HEOOXOJNMMOCTh COJEPIKAHUSA POAUTEIbCKUX TapoJiel (Imaposiei
aIMUHHCTPATOPOB) B CTPOTOM CeKpeTe W O0paTUTh BHHMaHHE Ha CTPOTOCTb 3THUX
rmapoJien.

CoBeTbl 110 6€30I1aCHOCTH B 3TOM BO3pacTe OT 13 70 17 JIeT

1. CozmaiiTe CHHCOK JIOMAIIHUX IIPAaBUJI IOcellleHus VHTepHeTa IpU Y4YacTUU
MIOZ[POCTKOB U TpeOyiTe 06e3ycIOBHOTO ero BbINOJMHEeHUs. OOroBopure ¢ pebeHKOM
CIIMCOK 3ampeleHHbIX CAaWTOB («4YepHBIN CIOHCOK»), Yackl paboTel B LHTepHeTe,
PYKOBOZICTBO 110 001ieH1I0 B IHTEepHETe (B TOM YHCJIe B YaTax).

2. KoMmproTep ¢ MOAKIIOUEHHEM K ceTH MHTEpHET MO/KeH HaXOAUThCA B OOIIeH
KOMHare.

3. He 3abbIBatiTe GecezioBath ¢ AeTbMH 00 UX ApYy3bsAxX B MIHTepHETE, O TOM, YeEM OHH
3aHATHI TAKUM 00pa3oM, OyATO PeYb HUAET O IPY3bsIX B peasIbHOM ku3HU. CrparuBaiTe
0 JIIOJASAX, C KOTOPHIMH JIETH OOINAIOTCA IOCPEACTBOM CIy*KO MTrHOBEHHOTO OOMeHa
COODIIEHUAMU, YTOOBI YOETUTHCS, UTO STU JIIOAU UM 3HAKOMBI.

4. Ucnionp3yliTe cpencTBa GJIOKMPOBAHUS HEMKEJIATEIBHOTO KOHTEHTA KaK JIOTIOJTHEHUE
K CTaH/IapTHOMY PosiuTesIbckoMy KOHTPOJIIO.

5. Heobxomumo 3HaTh, KaKUMH 4YaTaMU IOJIB3yIOTCA Bamm getu. IloompsiiTe
HCIIOJIb30BaHWE MOJIEPHPYEMbBIX YAaTOB W HaCTaWBalTe, YTOOBI JIETH He OOIIAIUCh B
IIPUBATHOM pe:KUMeE.

6. HacramBaiiTe Ha TOM, YTOOBI JIETU HUKOI/IA HE BCTPEUIUCH JIUYHO C JIPY3bIMHU U3
cetu lHTEpHET.

7. llpuyuuTte [leTell He BbBIABAaTh CBOI JIMUHYI0 HWHGOpPMALUIO CpeJicTBaMU
BJIEKTPOHHOM IIOYTBHI, YAaTOB, CHCTEM MTHOBEHHOTO oOOMeHa COOOIIeHHUsAMH,
pervcTpanoHHbIX (HOpM, JUYHBIX Npoduied U MPU PerucTpaluid Ha KOHKYpPCHI B
WNHuTepHere.

8. IIpuyuute aeteil He 3arpy:kaThb mporpaMmMmbl 6e3 Barero pasperenusa. O0bsacHUTE
UM, YTO OHHU MOTYT CJIy4allHO B3arpy3uTh BHUPYChl WJIN JIPyrOe HeXKeJaTeIbHOe
IIpOrpaMMHOe obecrieueHue.

9. Ilpuyunte Bamero pebGeHka coobiaTh BaM O JIOOBIX yTrpo3ax WU TPeBOrax,
cBaA3aHHBIX ¢ MHTepHEeTOM. HamoMHuTe A€TAM, YTO OHU B OE€30MACHOCTH, €CTU CaMH
pacckazajii BaM, O CBOMX YIpo3ax WM TpeBorax. IloxBajiuTre WX U IOCOBETYHTE
MIOZIOMTH ellfe pa3 B HOA00HBIX CIyYasiX.



10. Pacckaxkure fieTam O HOpHOI‘pa(i)I/II/I B I/IHTepHeTe. [IomoruTe UM 3alIUTUTBHCA OT
criama. HayquTe IIOAPOCTKOB H€ BblJlaBaTb B I/IHTepHeTe CBOE€ro pe€ajbHOI'O
JJIEKTPOHHOI'O aapecCa, HE O0TB€UYaTb Ha HEXKelaTCJIbHbIE IIMCbMa HW HCIIOJIb30BATb
CliequaJIbHbIE€ IIOYTOBbIE ¢)HJIprBI.

11. HpI/Iy‘-II/ITe cebs1 BHAKOMUTHCSA C CaﬁTaMI/I, KOTODpPbIE ITOCEMAIOT ITIOAPOCTKH.

12. HaquTe ,ILeTefI YBaXaTb APYI'UX B UHTEPHETE. Y6eILI/ITeCI), YTO OHH 3HAIOT O TOM, 4TO
IIpaBuJia XOpo1uiero rmoBegcHusa ﬂeﬁCTBYIOT BeE3/1€ — AaXKe B BUPTYaJIbHOM MUpPeE.

13. OObsaACHUTE A€TAM, 4YTO HH B KOEM CJIy4da€ HeEJIb34d HCIIOJIb30BaTb Cerp n71s
XyJIUT'aHCTBaA, paCIIpOCTPpaHEHUA CIIJIETEH WUJIN YI'PO3 APDYIHUM JIIOAAM.

14. O6cynuTe ¢ MOAPOCTKAMHU ITPOOJIEMBI CETEBBIX a3apTHBIX HUTP M UX BO3MOKHBIN
puck. HariomHUTE, 4TO JIETU HE MOTYT UT'PATh B 3TH UT'PHI COIJIACHO 3AKOHY.

[TocTOSTHHO KOHTpOJIUpYHTE HCIoab30BaHue HHTepHeTa Bamum pebenkom! ATo He
HapylleHHe ero JIMYHOTO IIPOCTPAHCTBA, a Mepa IPeOCTOPOKHOCTU U IIPOSABJIEHHE
Barmeir poauTeIbCKON OTBETCTBEHHOCTH U 3a00THI.
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